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Introduction

Publisher: PeerSpot

Overview:

Recently, online reviews are more influential than ever in the B2B software market. According
to a LinkedIn survey, a third of respondents said peer reviews raised awareness of a B2B
solution, and over half said peer reviews helped build trust in a solution. With fake and Al-
generated reviews on the rise, the Federal Trade Commission (FTC) has taken decisive action to

protect both consumers and businesses from deceptive practices.

Purpose of the eBook:

This guide is designed to help B2B software marketers understand the recent FTC ruling, its
implications, and how to ensure compliance. It offers practical strategies, real-world examples,
and insights to help you navigate the landscape of online reviews ethically and effectively.

“Over half of B2B buyers trust
peer reviews when making
purchasing decisions. Learn
how to navigate the FTC’s
recent actions on fake reviews
to maintain credibility.”




ChapterI:
Understanding the FTC Ruling

About FTC

The Federal Trade Commission (FTC) protects consumers by ensuring businesses engage in fair
and transparent practices. Its mission is to maintain honesty in the marketplace, and recent
developments show a strong focus on regulating fake and Al-generated reviews.

The FTC Final Rule Prohibits:
¢ Selling or purchasing fake or false consumer reviews or testimonials from celebrities
e Buying positive or negative consumer reviews

Certaininsiders creating consumer reviews or testimonials without clearly disclosing their
relationships

Creating a company-controlled review website that falsely purports to provide independent

reviews

Certain review suppression practices

Selling or purchasing fake indicators of social media influence

Key Provisions for Marketers:
1. Clear Disclosure: Always disclose material connections (e.g., incentives, partnerships)
between reviewers and your company.
2. Accuracy: Ensure all review content is truthful and reflects real customer experiences.
3. User Consent: Obtain explicit consent before using reviews in marketing.

Implications for Your Business: Failing to comply can lead to hefty fines, legal penalties, and
irreparable damage to your brand’s reputation.

“Non-compliance with the FTC ruling
on fake and Al-generated reviews can
lead to fines of $50,000+ per incident.”




Chapter II:
The Growing Problem of Fake and AI-
Generated Reviews

The Reality of Fake Reviews

According to FTC Chair Lina M. Khan, fake reviews not only waste people’s time and money, but
also pollute the marketplace and divert business away from honest competitors. These reviews
can be bought or posted by individuals who have never used the product which can mislead
potential customers and further lead to serious legal trouble for businesses.

Case Study: The Impact of Fake Reviews

In 2024, the FTC, alongside the State of Arizona, charged an auto dealership for deceiving
consumers through fake positive reviews. The dealership used fraudulent reviews to falsely
represent the quality of its services and inventory. We now expect the FTC to take similar steps
against B2B software companies, review sites, and reviewers who post fake reviews.

The Rise of Al-Generated Reviews
Al-generated reviews are becoming increasingly sophisticated, mimicking authentic human
language and behavior. This makes it harder to detect fraudulent content.

Challenges Posed by Al-Generated Reviews:
e Deceptive Authenticity: Al reviews can adapt to different tones, styles, and feedback types,
making detection difficult.
e Reputational Risks: Brands associated with Al-generated reviews face reputational damage
and potential FTC penalties.



Expert Insight:

Javier O. Gonzalez-Rivera and Susan Lee from Goodwin Law highlighted that the FTC's Final
Rule on consumer reviews covers fake or Al-generated reviews, incentivized feedback, and
insider testimonials. The rule allows penalties of up to $51,744 per violation, stressing the need
for businesses to ensure compliance. They recommend transparency, regular monitoring, and
educating employees about the guidelines to avoid legal challenges. This emphasizes the
importance of maintaining authenticity in reviews to adapt to the new regulatory landscape.

"Fake and Al-generated
reviews damage trust and can
result in severe penalties."




Chapter III:

Compliance and Best Practices for Marketers

Best Practices for Compliance:

1. Disclose All Reviewer Relationships:
e Be transparent about any incentives or partnerships with reviewers.
¢ Include clear disclaimers when reviews involving discounts, free products, or

compensation.

2. Ensure Reviews Reflect Honest Experiences:
¢ Avoid inviting only happy customers to review your product.
e Conduct regular audits to ensure all reviews align with genuine customer feedback.

3. Implement a Compliance Policy:
e Create aninternal policy defining legitimate reviews and prohibiting fake ones.
e Distribute the policy and conduct quarterly training on FTC guidelines for all relevant
marketing and customer success employees.

4. Monitor Reviews Regularly:
e Set up automated tools to monitor reviews and identify inconsistencies.
e Partner with third-party review sites that are fully FTC compliant to prevent fake and Al-
generated reviews.

5. Engage with Negative Reviews:
e Respond constructively and professionally to negative feedback.
e Train customer service teams to address negative reviews promptly and avoid deletion
unless the review violates platform rules.



Chapter 1V:

Staying Protected from AI-Generated Reviews

According to a study by Originality Al, 10-30% of reviews on certain review sites are
likely Al-generated, especially in high-rating categories. This does not include

PeerSpot since it collects reviews conversationally and validates reviewers by phone.

Strategies to Stay Protected:
1. Verify Reviewers:
e Use systems that confirm purchase history or require identity verification to ensure
authenticity.
¢ Implement two-step verification for reviewers, especially for high-value products or
services.

2. Monitor for Red Flags:
e Watch for sudden spikes in reviews or overly similar language.
e Use Al detection tools designed to identify synthetic content.

3. Leverage Al Tools for Good:
¢ |nvestin Al solutions that can detect patterns of fraudulent reviews.
e Use these tools to flag suspicious activity and maintain the integrity of your reviews.

PeerSpot’s Advantage:
e Zero Fake Reviews: PeerSpot ensures every review comes from a verified user, eliminating
any risk of fraudulent content.
e Zero Al-Generated Content: Our reviews are based on real human interviews, not
algorithms.

e Balanced Feedback: Every review includes pros and cons, providing a comprehensive view.

"According to a study by Originality Al, 10-30% of
reviews on certain review sites are likely Al-generated."



Impact on SEO

The FTC's updated policy supports Google's preference for genuine reviews, with
major implications for local search (source: Search Engine Land). Companies that
once relied on review quantity will need to focus on quality to maintain visibility.

Google's algorithms increasingly detect authentic, user-driven content through
signals like reviewer credibility and consistent patterns, aligning seamlessly with FTC
requirements.

Businesses will benefit from authentic positive reviews, natural customer
engagement, and sustained response rates.

Implementation Guide: Building a Sustainable Review Strategy

1. Policy Training: Ensure your team grasps both the rules and the importance of
real reviews. Practical training aids compliance while encouraging genuine
customer interactions.

2. Optimize Customer Touchpoints: Encourage feedback at moments that feel
natural, such as follow-up conversations.

3. Monitoring: Track for irregular patterns in reviews, a critical step for compliance.

Building trust with authentic reviews not only aligns with FTC compliance but also
sets a foundation for sustainable SEO and customer loyalty.

"Companies that once relied on review quantity will
need to focus on quality to maintain visibility."



Conclusion

The FTC's final rule banning fake and Al-generated reviews is a critical step toward
promoting fairness and transparency in digital marketing. For B2B software
marketers, it's an opportunity to establish credibility, build trust, and differentiate
your brand by adhering to ethical review practices.

Key Takeaways:
e Prioritize transparency, honesty, and user consent in all review-related activities.
¢ Implement robust compliance policies and regularly monitor your reviews.
e Use trusted platforms like PeerSpot to ensure authenticity and protect your brand
reputation.

Call to Action:

Review your current practices, educate your team on FTC guidelines, and consider partnering
with PeerSpot to stay compliant and build trust with your audience.



Appendices and Resources

Compliance Checklist:

No. Checklist Category

Checklist Item

Notes

1. Disclosure Compliance

2. Disclosure Compliance

3. Training and Awareness

4. Monitoring and Auditing
Reviews

5. Monitoring and Auditing
Reviews

6. Monitoring and Auditing
Reviews

7. Handling Negative
Reviews

8. Handling Negative
Reviews

9.  Implementing a
Compliance Policy

10. Regular Updates and
Education

Glossary of Key Terms:

e Material Connection: A relationship between the reviewer and the company (e.g.,

compensation, gifts).

Ensure all material connections with
reviewers are clearly disclosed.

Develop and share a disclosure policy
with all marketing, customer success,
and other relevant team members.

Conduct regular training sessions on
FTC guidelines for all employees.

Set up automated systems to monitor
reviews across multiple platforms.

Regularly audit reviews for authenticity
and transparency.

Collaborate with third-party review
platforms that are FTC compliant.

Develop a protocol for responding
constructively to negative reviews.

Avoid suppressing or deleting negative
reviews unless they violate platform
guidelines.

Develop an internal compliance policy
outlining the company's approach to
managing reviews.

Stay updated on the latest FTC rulings
and changes.

¢ Al-Generated Content: Reviews or feedback created by artificial intelligence rather than a

human.
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Additional Resources:

e PeerSpot Marketing: FTC Crackdown on Fake Reviews

e Originality Al: Al-Generated Reviews Case Study

e Case Study: Auto Dealership sued for fake reviews
e LinkedIn: Influences on B2B Purchase Decision
e Goodwin: Expert insights on FTC Final Rule

e FTC News: FTC's Ruling on Fake Reviews

e FTCFinal Rule: Full Document

e FTC’'s Impact onlocal SEO: https://searchengineland.com/ftc-new-review-policy-local-

se0-447964

For more information and resources visit marketing.peerspot.com/ftc
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https://marketing.peerspot.com/ftc-cracks-down-on-fake-reviews-peerspots-approach-to-trust-and-authenticity-in-the-spotlight/
https://originality.ai/blog/ai-generated-reviews-case-study
https://www.consumerfinancemonitor.com/2024/08/20/ftc-state-of-arizona-charge-auto-dealership-with-deceiving-consumers/
https://www.linkedin.com/business/marketing/blog/brand/what-influences-a-b2b-purchase-decision
https://www.goodwinlaw.com/en/insights/publications/2024/09/alerts-practices-cldr-ftc-finalizes-rule-on-consumer-reviews
https://www.ftc.gov/news-events/news/press-releases/2024/08/federal-trade-commission-announces-final-rule-banning-fake-reviews-testimonials
https://www.ftc.gov/system/files/ftc_gov/pdf/r311003consumerreviewstestimonialsfinalrulefrn.pdf
https://searchengineland.com/ftc-new-review-policy-local-seo-447964
https://searchengineland.com/ftc-new-review-policy-local-seo-447964
http://marketing.peerspot.com/ftc

