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Introduction

IT	operations	teams	need	to	constantly	adapt	to	changes	in	business	oper-
ations	 and	 employees’	 work	 preferences.	 Today,	 that	 means	 supporting	
anywhere,	anytime	employee	productivity,	 i.e.,	hybrid	work,	DevOps	and	
more.	 Cloud-native	 IT	 operations	 solutions	 make	 it	 possible	 to	 radically	
increase	IT	operations	efficiency	while	supporting	rapidly	changing	business	
requirements.	This	includes	the	ability	to	quickly	and	effortlessly	respond	to	
the	increased	need	for	security,	such	as	defending	digital	assets	against	the	
increasing	threat	of	ransomware	attacks.	What	makes	for	a	good	cloud-na-
tive	IT	operations	solution?	IT	Central	Station	members	who	use	Automox	
share	 their	 experiences	 and	 insights	 into	 the	 most	 important	 selection	
factors	for	a	cloud-native	IT	operations	solution.	As	this	paper	reveals,	these	
criteria	include	speed	and	ease	of	use,	automation	capabilities,	such	as	with	
Automox	Worklets,	and	the	ability	to	realize	a	return	on	investment	(ROI).
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Most	 IT	 Central	 Station	 members	 use	 Automox	 for	 patch	 management,	
but	they	also	put	 it	to	work	 in	a	variety	of	other	use	cases.	For	example,	
a	Director	of	Business	Operations	at	Ihloom	Cybersecurity,	an	IT	services	
company	 that	 is	 also	 a	managed	 security	 services	 provider	 (MSSP),	 uses	
Automox	primarily	for	their	own	patching	and	policy	management.	They	are	
also	an	Automox	reseller.	

Meanwhile,	B/Net	Systems,	a	small	managed	services	provid-
er,	uses	Automox	for	many	monthly	maintenance	tasks	for	
clients,	including	software	patching.	Their	President	and	CEO	
reported,	“[Automox]	is	really	great	because	it	manages	soft-
ware	updates	for	every	piece	of	software	on	the	computer.”

Likewise,	 a	 Security	 Engineer	 at	 a	 retailer	 with	 over	 500	
employees	 uses	 Automox	 for	 patching,	 configuration	
management	 and	 support.	 He	 explained	 how	 they	 have	
created	ways	for	their	help	desk	to	work	faster.	He	said,	“We	
use	Automox	to	create	solutions	that	the	help	desk	can	use	
in	an	automated	fashion	rather	than	having	to	manually	do	
the	work.”

For	an	 IT	Director	at	a	 large	healthcare	company,	 IT	oper-
ations	 span	 patch	management,	 software	 distribution	 and	
implementing	 security	 controls.	 He	 stated,	 “Any	 time	 we	
have	to	connect	to	a	machine	and	run	an	automated	process,	
we	use	Automox.	The	solution	gives	us	complete	visibility	
for	any	laptop,	desktop	or	server	in	our	environment	regard-
less	of	where	they	are	located.”

IT Operations Use Cases

“The solution 
gives us complete 
visibility for any 
laptop, desktop 
or server in our 
environment 
regardless of 
where they are 
located.”
Read review »
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He	 also	 leverages	 the	 platform’s	 Worklets	 to	 create	 and	
automate	customized	tasks	across	endpoints.	He	said,	“We	
love	going	 in	 and	using	 the	Worklets	 to	find	 solutions	 for	
common	 day-to-day	 stuff.	 Sometimes	 it’s	 a	 Worklet	 that	
we	run	on	one	machine,	and	sometimes	it’s	a	Worklet	that	
needs	to	be	run	on	every	machine	in	the	environment.”

Or,	consider	the	case	of	Atlantic.net,	the	hosting	solutions	
provider	which	found	in	2017	that	it	needed	better	visibili-
ty	of	patching	for	clients	that	had	to	comply	with	regulations	
regarding	patch	management.	They	started	using	Automox	
with	 their	 clients	 and	 haven’t	 looked	 back.	 Their	 Vice	
President	reports,	“We	never	truly	made	this	kind	of	func-
tionality	into	a	formal	offering	before	settling	on	Automox.	
It	was	more	on	an	urgent-need	basis.	But,	once	we	adopted	
Automox,	we	made	it	a	formalized	offering.”

Figure 1 – A cloud-based IT ops 
solution handles patch management, 
software updates, security controls 
and more, through a single point of 
control for the IT team.
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Most	 IT	 Central	 Station	 members	 use	 Automox	 for	 patch	 management,	
but	they	also	put	 it	to	work	 in	a	variety	of	other	use	cases.	For	example,	
a	Director	of	Business	Operations	at	Ihloom	Cybersecurity,	an	IT	services	
company	 that	 is	 also	 a	managed	 security	 services	 provider	 (MSSP),	 uses	
Automox	primarily	for	their	own	patching	and	policy	management.	They	are	
also	an	Automox	reseller.	

“You	can’t	protect	what	you	can’t	see,”	warned	the	CEO	of	
ThreatAware,	 a	 computer	 security	 service.	 He	 likes	 how	
Automox	provides	visibility	into	the	patch	status	of	devices	
in	their	environment.	He	also	values	being	able	to	do	patch	
management	from	a	single	console	across	Windows,	macOS	
and	Linux	endpoints.	He	added,	“Overall,	the	patch	manage-
ment	is	very	good.	If	it	can’t	do	something	because	I	haven’t	
integrated	 it,	you	can	use	the	Worklets	and	do	 it	yourself,	
which	is	great.”

With	 employees	 working	 remotely	 more	 than	 ever,	 the	
Director	 of	 Business	 Operations	 at	 Ihloom	 Cybersecurity	
enjoys	the	complete	visibility	for	any	laptop,	desktop	or	serv-
er	 in	 their	 environment,	 regardless	 of	 whether	 the	 person	
is	working	at	home,	at	a	branch	office	or	a	coffee	shop.	He	
said,	“These	capabilities	traditionally	only	exist	on	machines	
when	they’re	in	the	office	or	in	a	defined	place.	It	is	a	valu-
able	feature	to	be	capable	of	insights	and	machines	regardless	
of	their	location	and	to	be	sure	of	our	abilities	to	patch	and	
manage	them.”	Figure	2	shows	this	functionality	in	action.

IT Operations Use Cases
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Automox	has	improved	security	outcomes,	according	tothe	
healthcare	 IT	 Director,	 including	 the	 ability	 to	 harden	 a	
machine	 after	 an	 employee	 leaves	 the	 business.	 He	 cited	
an	example:	“If	we	terminate	an	employee	in	the	middle	of	
a	workday,	we	don’t	want	 that	 employee	 to	 log	back	 into	
his	machine	or	to	extract	data	or	to	do	anything	dangerous.	
Automox	gives	us	the	ability	to	create	tools	so	that	we	can	
make	some	changes	inside	that	laptop.	This	way	the	person	
cannot	log	in	as	usual.”

Figure 2 – The solution keeps on 
top of the status of each device, 
regardless of location.
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As	more	of	the	world	moves	to	the	cloud	every	day,	companies	are	natu-
rally	becoming	 increasingly	cloud-centric.	One	example	 is	B/Net	Systems,	
which	doesn’t	have	a	physical	office.	Their	CEO	explained,	“We	try	to	push	
as	much	as	we	can	to	the	cloud	for	all	the	usual	reasons:	It	is	more	scalable	
and	robust,	and	the	security	will	generally	be	better.”

Importance of Cloud-Native 
Architecture for IT Operations

The	healthcare	IT	Director	chose	Automox	because	it’s	a	cloud-native	platform.	He	also	appre-
ciates	the	cost	savings	that	come	with	it,	sharing,	“Automox	just	charges	us	a	set	amount	per	
user,	per	month	for	using	the	product.	That	is	very	important	to	us.	Because	it’s	a	cloud-na-
tive	solution,	you’re	saving	on	the	cost	of	hosting	an	on-premises	solution	on	your	servers.	
Not	having	to	pay	for	the	bandwidth	and	the	power	of	an	appliance	in	our	environment	is	
positive.”

Atlantic.net	used	to	employ	open	source	and	a	Microsoft	solution	together	to	handle	patch-
ing	systems.	According	to	their	Vice	President,	this	approach	was	cumbersome	and	involved	
a	long	learning	curve.	His	team	was	also	very	limited	in	what	they	could	and	couldn’t	manage,	
and	in	terms	of	scheduling	or	applying	updates.	Now	that	they	are	using	a	cloud-native	solu-
tion,	life	is	much	easier	for	his	people.	He	said,	“Being	in	the	cloud	reduced,	by	two	VMs,	what	
we	would	have	had	to	manage,	update,	monitor	and	the	like.”

The	retailer’s	Security	Engineer	also	agrees	that	it	is	important	to	have	a	cloud-native	plat-
form.	He	said,	“Software-as-a-Service	means	that	I’m	not	maintaining	 internal	architecture,	
servers,	licensing	and	the	like	to	keep	it	online,	or	High	Availability	if	I	need	it.	I	don’t	have	to	
think	about	any	of	that	because	it’s	just	there.”

https://peerspot.com/product_reviews/automox-review-128195-by-christopher-dean?cop=p2256?tid=pdf_peerpaper
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https://peerspot.com/product_reviews/automox-review-307384-by-jacksmith1?cop=p2256?tid=pdf_peerpaper
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“The user interface 
is very pointed... 
You can go in 
without any prior 
knowledge and 
build a policy 
without messing 
it up on the first 
try.”
Read review »

Companies	that	want	to	shift	away	from	hosting	on-prem	solutions	while	
increasing	security	and	efficiency	have	many	desired	features	that	they	look	
for	 in	 a	 cloud-native	 IT	operations	platform.	Users	of	Automox	cite	 ease	
of	use,	speed	and	the	ability	to	realize	ROI	as	three	of	the	most	important	
factors.

1. Ease of use and ease of deployment
B/Net	 Systems’	 CEO	 likes	 the	 ease	 of	 drilling	 down	 into	
systems	 that	are	compliant	or	determine	where	 they	aren’t	
compliant.	The	ability	to	push	out	updates	is	also	simple and a 
huge	time	saver	for	his	team	and	clients.	He	said,	“If	for	some	
reason	 a	 Chrome	 update	 doesn’t	 take,	 then	 you	 can	 push	
out	the	updates	from	Automox	and	say,	‘Hey,	try	it	again.’	If	
it	doesn’t	work	after	a	couple	of	 tries,	 then	we	can	always	
remote	into	the	user’s	computer	and	do	it	manually.”

Atlantic.net’s	Vice	President	appreciates	how	easy	 it	 is	 for	
everyone	 on	 his	 team	 to	 be	 on	 the	 same	 page.	 He	 said,	
“When	 I	 look	 at	 the	 dashboard,	 I	 can	 see	 how	many	 are	
scheduled	 for	 updates,	 how	many	 are	 already	 fully	 up-to-
date,	and	how	many	need	attention.	 I	can	see	 if	 there	are	
any	exceptions	that	my	people	put	in	for	the	customer.”	He	
also	 reported,	 with	 some	 pride,	 that	 despite	 not	 being	 at	
the	same	technical	level	of	an	engineer,	he	is	able	to	set	up	
VMware,	Windows	and	Hyper-V	environments	by	following	
the	simple	instructions.

Selection Factors for Cloud-
Native IT Operations Solutions
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For	the	retail	Security	Engineer,	Automox	 is	much	easier	to	
use	than	other	configuration	management	tools	his	team	has	
tried	before.	Whereas	they	used	to	stumble	through	imple-
mentation	with	other	platforms,	they	can	now	come	in	and	
tackle	deployment	without	any	problems.	He	also	likes	how	
straightforward	it	is	to	set	up	policies,	noting,	“The	user	inter-
face	is	very	pointed.	It	keeps	you	aware	of	what	you’re	doing.	
You	can	go	in	without	any	prior	knowledge	and	build	a	policy	
without	messing	it	up	on	the	first	try.”

And	the	CEO	of	ThreatAware	reported	numerous	examples	
of	Automox’s	ease	of	use:

• “We	haven’t	found	anything	easier.	You	just	specify	what	
you	want	to	patch	and	what	 level.	For	example,	you	can	
choose	to	just	do	security,	or	you	can	do	everything.	You	
tick	a	few	boxes	and	it’s	done.”

• “With	Automox,	its	usability	is	a	sign	that	it’s	a	very	well	
put	together,	well	thought	out	product.”

• “The	 initial	 setup	 is	 really	 easy,	 and	 it	 involves	only	 four	
steps.	All	you	have	to	do	is	create	your	policies.”

• “Setting	 up	 the	 policies	 is	 extremely	 easy.	 You	 create	
your	groups	and	you	do	this	by	working	out	what	type	of	
machines	you	have	and	how	you	want	those	groups	to	be.”

• “Patching	automation	saves	us	a	lot	of	time.	Then	when	we	
link	it	into	ThreatAware	and	use	the	bulk	operation	feature,	
it	 just	 makes	 life	 easy.	 We’re	 probably	 saving	 between	
10-12	hours	a	month.”
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2. Speed of solution and speed of 
setup
ThreatAware’s	CEO	is	also	impressed	with	the	stability	and	
speed	of	Automox,	as	he’s	never	had	a	problem	accessing	
it.	He	said,	“When	you	install	the	agent,	 literally	within	30	
seconds,	the	machine	appears.	This	is	really	handy	because	
if	you	are	rolling	out	a	load,	you	can	just	check	them	off	as	
you	go.	You	don’t	have	to	wait	half	an	hour	and	come	back. 
It’s	always	online,	and	it’s	always	fast.”

Ihloom’s	Director	of	Business	Operations	also recognized	the	
solution’s	speed	in	carrying	out	its	functions.	He	comment-
ed,	“We	have	set	patch	schedules	and	found	that	if	we	state	
our	desire	to	patch	a	group	of	machines	at	10:00	AM,	they	
will	all	be	patched	at	this	time.”	From	the	scripting	side,	he	
reported	that	when	commands	are	sent	out,	 they’re	often	
received	by	the	endpoint	within	30	seconds.

Using	a	plumbing	analogy,	the	CEO	of	B/Net	Systems	chimed	
in	about	the	platform’s	speed,	remarking,	“Like	plumbing,	your	
average	 user	 doesn’t	 understand	 how	 all	 this	 stuff	 works.	
They	don’t	care.	They	just	want	it	to	work.	Also,	like	plumb-
ing,	when	there	is	a	problem,	it	needs	to	be	fixed	right	now,	
not	 tomorrow	or	next	week.	Having	Automox	allows	us	 to	
bother	people	less,	fix	things	faster	and	generally	be	a	better	
managed	services	provider	providing	better	service.”

When	creating	Worklets	to	manage	drivers,	security	config-
urations	and	software	management,	the	Security	Engineer	at	
the	retailer	found	that	Automox	was	way	faster	than	expect-
ed.	He	said,	“Manually	deploying	a	payload	to	it	running	on	
an	endpoint	is	almost	instantaneous.	It’s	so	fast.	I	switched	
to	Automox	because	we	can	go	from	zero	to	hero	with	all	of	
our	complex	needs	really	fast.”

“This is really 
handy because 
if you are rolling 
out a load, you 
can just check 
them off as you 
go. You don’t 
have to wait half 
an hour and come 
back.”
Read review »
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3. Return on Investment (ROI)
The	healthcare	IT	Director	pointed	to	two	ways	he	has	seen	
ROI	 as	 a	 result	 of	 employing	 a	 cloud-native	 platform:	 1)	
fewer	person-hours	spent	trying	to	understand	how	to	roll	
out	patches,	 and	2)	 reporting.	With	his	department	 saving	
10-15	hours	a	week	on	tasks,	he	enjoys	being	able	to	do	stuff	
quicker	and	easier.	He	said,	 “There	are	times	when	 I	don’t	
even	know	how	we	would	have	done	some	of	the	things	that	
we	do	today	without	Automox.”

B/Net	Systems	is	also	saving	several	hours	a	month	on	report-
ing.	Their	CEO	shared,	“Previously,	we	would	run	a	report,	
scan	it	and	compare	it.	We	were	spending	15-30	minutes	a	
month	on	each	machine	because	you	would	find	stuff	that	
wasn’t	up-to-date,	then	you	had	to	fix	it.	This	[Automox]	solu-
tion	takes	that	time	down	to	a	few	total	minutes	per	month.”

The	retail	Security	Engineer	estimated	his	company	is	saving	
40-80	hours	a	month	due	to	all	 the	different	features	that	
Automox	 automates.	He	 said,	 “There	 has	 certainly	 been	 a	
return	on	the	time	spent	accomplishing	the	tasks	and	accom-
plishing	tasks	that	we	didn’t	even	think	would	save	us	time,	
but	it	ultimately	did.	We	have	also	seen	a	return	in	our	abili-
ty	to	patch	everything	and	keep	it	compliant.”

According	 to	 Atlantic.net’s	 Vice	 President,	 the	 savings	 in	
person-hours	 alone	means	 Automox	 has	 paid	 for	 itself. He 
estimated	 they	spend	about	20	hours	a	month	doing	patch	
management	 through	Automox,	where	 in	 the	 past	 it	was	 a	
full-time	job	for	about	two	people.	He	added,	“Since	we	have	
scaled	–	and	all	the	more	so	because	in	security	compliance	
you	have	to	test	the	updates	–	we’ve	probably	saved	hundreds	
of	hours	a	month,	at	least.	This	amounts	to	significant	savings.”	

“There has 
certainly been 
a return on 
the time spent 
accomplishing 
the tasks and 
accomplishing 
tasks that we 
didn’t even 
think would save 
us time, but it 
ultimately did. ”
Read review »
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Conclusion

As	the	world	of	computing	continues	to	evolve,	IT	operations	must	be	able	
to	adjust	to	the	needs	of	their	companies,	employees	and	clients.	In	an	effort	
to	gain	better	visibility,	save	on	staff	time,	improve	efficiency	and	increase	
security,	organizations	are	shifting	to	cloud-native	solutions	like	Automox.	In	
describing	their	experiences	on	IT	Central	Station,	users	agree	that	Automox	
delivers	the	speed	and	ease	of	use	they	seek,	as	well	as	a	strong	return	on	
their	investment.



Selection Factors for a Cloud-Native IT Operations Solution 12©2022, PeerSpot

About PeerSpot
User reviews, candid discussions, and more for enterprise technology professionals.

The	Internet	has	completely	changed	the	way	we	make	buying	decisions.	We	now	use	ratings	and	
review	sites	to	see	what	other	real	users	think	before	we	buy	electronics,	book	a	hotel,	visit	a	doctor	
or	choose	a	restaurant.	But	in	the	world	of	enterprise	technology,	most	of	the	information	online	and	
in	your	inbox	comes	from	vendors.	What	you	really	want	is	objective	information	from	other	users.	
PeerSpot	provides	technology	professionals	with	a	community	platform	to	share	information	about	
enterprise	solutions.	

PeerSpot	is	committed	to	offering	user-contributed	information	that	is	valuable,	objective,	and	relevant.	
We	validate	all	reviewers	with	a	triple	authentication	process,	and	protect	your	privacy	by	providing	an	
environment	where	you	can	post	anonymously	and	freely	express	your	views.	As	a	result,	the	commu-
nity	becomes	a	valuable	resource,	ensuring	you	get	access	to	the	right	information	and	connect	to	the	
right	people,	whenever	you	need	it.	

www.peerspot.com
 
PeerSpot does not endorse or recommend any products or services. The views and opinions of reviewers quoted in this 
document, PeerSpot websites, and PeerSpot materials do not reflect the opinions of PeerSpot. 

About Automox
Today’s	 IT	 leaders	 deserve	better	 than	 tedious	 legacy	 tools	 to	manage	 their	 infrastructure.	 From	
Automox’s	single	cloud-native	platform,	IT	teams	can	automate,	manage,	and	scale	IT	operations	to	
meet	the	growing	business	demands	of	the	modern	workforce	and	improve	security	for	their	busi-
nesses. 

Only	Automox	delivers	a	single,	cloud-native,	zero-infrastructure	IT	operations	platform	with	complete	
visibility	and	control	so	 IT	can	act	 in	real-time	across	any	endpoint,	server,	or	workload	and	enable	
greater	strategic	value	and	security	outcomes	for	their	business.

Realize	 radical	efficiency	across	 IT	operations.	Patch	and	 remediate	vulnerabilities	 in	24	hours	or	
less.	Deploy	software	on	any	endpoint,	regardless	of	location,	environment,	and	OS.	Eliminate	manu-
al	maintenance	and	patching.	And	reduce	resource	and	operational	costs	by	up	to	97%.	That’s	the	IT	
Operations	Cloud.

Learn more at www.automox.com

http://peerspot.com
www.automox.com

