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Introduction
Traditional backup is evolving to meet the needs of today’s cloud-first IT 
landscape. Demand is thus growing for the more comprehensive practice 
of cloud-first data protection. IT organizations, as well as managed service 
providers (MSPs) are seeking solutions that enable more than just basic 
backup and restore, ideally delivered in a SaaS format, with appliance-free 
direct-to-cloud operation. Data protection includes backup, disaster recov-
ery, and archiving, as well as important qualities like efficiency, ease of 
administration, reliability, and keeping backups safely stored off of local 
networks. This paper examines the key success factors for making the 
move to cloud-first data protection as a service, based on real user reviews 
of Cove Data Protection on PeerSpot.

Except where noted, the companies mentioned in this paper have fewer than 50 
employees.
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A Brief Overview of 
Data Protection	
The terms “backup” and “data protection” are often used interchangeably, 
but they are not the same thing. Backup has the goal of protecting data, 
but real data protection goes further than just having the ability to back up 
and restore data. Backup is an operational function within IT. Its focus is on 
being able to restore data in the event of an outage or system disruption, 
such as a cyberattack. 

Data protection is a security function that encompasses 
backup, disaster recovery and archiving. Data protection 
is concerned with data as a corporate asset that needs to 
be safeguarded from all manner of threats—being able to 
recover that data asset and minimize downtime when all 
else fails. As a result, discussions of data protection deal 
with network endpoints and system availability as much as 
they do with storage and servers. Given this broader scope, 
and the rise in ransomware that attacks backup files stored 
on the local network, cloud-first data protection solutions 
are often preferable to on-premises backup alternatives. 

Supports full-
system, bare-
metal, file, and 
folder recovery
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Data Protection Use Cases		

PeerSpot members are engaged in a variety of data protection use cases. 
For example, backing up customers’ servers is how the software company 
Back Office IT uses Cove Data Protection. According to their Director, “The 
solution supports full-system, bare-metal, file, and folder recovery. One of 
the reasons that we like the system is that it maintains up-to-date standby 
virtual machines, which can be booted at short notice if the customer’s 
primary device fails.”

The President of Tech Help Group, a tech services company, 
uses Cove Data Protection to do complete server backups, 
including system state, for disaster recovery. They also back 
up workstations. He said, “We are trying to promote every-
thing being backed up on the platform: Out of sight, out of 
mind, just back up everything. We’ve created a new pricing 
model to help that along and hopefully clients will see the 
value in having that.”

Out of sight, out 
of mind, just back 
up everything

https://www.peerspot.com/product_reviews/n-able-backup-review-124026-by-markpattison?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120470-by-dirk-wittkowski?cop=p8920?tid=pdf_peerpaper
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For a Vice President of Managed Services at Entré Computer 
Solutions, a tech services company, the primary use case is 
for backup for the companies they support. As he put it, 
“Anybody who’s looking for some sort of a trusted offsite 
backup solution, this is what our lead product is. It supports 
all bare-metal, offsite, cloud replication, the whole deal.”

Workstations and laptop backup and database backups are 
the use cases for PAV Telecoms, a comms service provider 
with more than 50 employees. Their Information Technology 
Manager said they also use Cove Data Protection to back 
up Microsoft SQL Server and MySQL databases. A Service 
Manager at Computer Guild, a tech services company, said, 
“We use this product for just about any backup system, as 
long as it is running Windows or Windows Server.” Like PAV, 
they also back up SQL and MySQL databases, along with 
virtual machines (VMs), using Cove. 

ROI is anywhere 
between 300 and 
700 percent profit

https://www.peerspot.com/product_reviews/n-able-backup-review-120472-by-chris-soutar?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120472-by-chris-soutar?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-1803418-by-pieter-sadie?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
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Efficiency and Ease of Administration
Managing data protection can be a time-consuming task, so 
solutions must enable efficiency for the team members who 
manage the process. To this point, Back Office IT’s Director 
said, “Most of the time, I’ll arrive in the morning, grab my 
morning coffee, fire up the console, and it’s all green ticks, 
then the job is done and we send the customer their invoice. 
It’s difficult to think of any way that the efficiency could be 
improved because it all just sort of works in a sensible time.”

Key Success Factors for Moving 
From Backup to Data Protection	
What does it take to evolve from backup to data protection? It’s partly 
a matter of mindset. People and organizational aspects of the move are 
important. A company that wants to do more to protect its data, though, is 
going to need an effective solution. This means a solution that makes the 
team, and the backup process itself, more efficient. Reliability is critical, as 
are archiving and speed and quality of data restore functions. It should save 
money—or for MSPs, it should add to profitability. For MSPs, the solution 
should ideally enhance customer relationships. 

“I’ll arrive in the 
morning, grab 
my morning 
coffee, fire up the 
console, and it’s 
all green ticks, 
then the job is 
done and we send 
the customer their 
invoice.”
Read review »

https://www.peerspot.com/product_reviews/n-able-backup-review-124026-by-markpattison?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_124026


Beyond Backup: Moving From Backup to Data Protection 6©2022, PeerSpot

A Systems Analyst at a tech services company similarly found, 
“The solution has also reduced the amount of time that we 
spend on backup administration. While previously, we were 
looking at about an hour or more a day, now, it’s maybe 15 
minutes. It’s gotten much faster and we are saving a lot of time.” 
In the same vein, Entré Computer Solutions’ Vice President of 
Managed Services commented, “It [Cove Data Protection] has 
reduced the amount of time that we spend on a day-to-day 
basis, as far as the admin side of the backup. We’ve probably 
been able to save a couple of hours per day, making sure that 
everything is working and working correctly the first time.”

“Reduced the 
amount of time 
that we spend 
on backup 
administration. 
We were looking 
at about an hour 
or more a day, 
now, it’s maybe 15 
minutes.”
Read review »

Figure 1- Elements of a unified dashboard for backup statuses.

Customer 1

Customer 2

Customer 3

Cove reduces vulnerability to ransomware by keeping 
the data protection infrastructure off your local 
network, patched and updated in real time by N-able. 

https://www.peerspot.com/product_reviews/n-able-backup-review-236981-by-michaelh?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-236981-by-michaelh?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120472-by-chris-soutar?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_236981
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A single dashboard for all types of different sources was what 
stood out for Computer Guild’s Service Manager. The unified 
interface gives him a single view of everything he’s backing 
up, including databases, devices and Microsoft 365 data. The 
green, yellow and red color-coded charts show backup job 
status across his entire customer base and all their devices at 
a glance. Figure 1 shows the elements of such a dashboard. 

He said, “I get a daily email that I’m able to integrate into my 
ticket system. The tickets come in only if anything fails. If 
something fails, my technicians get details of exactly what 
failed with an error code. And if I go into the console and 
look at the error itself, it gives me details and a resource 
center, from Cove Data Protection, where I can look it up. I 
can Google from there and figure it out.” 

The solution should make the backup and restore process-
es more efficient, as well. Entré Computer Solutions’ Vice 
President of Managed Services found this to be true, noting, 
“The efficiency of the resource and bandwidth use when it 
comes to both backup and recovery has been excellent at this 
point. We have not noticed any problems, issues, or changes 
within bandwidth and our ability to manipulate the amount 
of bandwidth that’s taken at any point in time is another 
great feature.” He also felt that the cloud storage feature has 
made his team more efficient, as well as profitable, because 
of the ways that the software changes and deduplicates the 
amount of storage that is used at any point in time.

“Our ability to 
manipulate 
the amount of 
bandwidth that’s 
taken at any point 
in time is another 
great feature.”
Read review »

https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120472-by-chris-soutar?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120472-by-chris-soutar?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_120472
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Reliability
Reliability is the essence of data protection. All stakehold-
ers must be confident that the solution is going to work 
as intended if there is problem affecting the data. In this 
context, Back Office IT’s Director said, “The biggest thing 
from our point of view is its reliability. It gives us very few 
problems compared to other solutions that we have trialed. 
You can maintain multiple copies of the hot standbys, which 
is a huge benefit to the protection of customers.”

“This product’s reliability has improved our organiza-
tion,” shared S&L Computer Services’ Sr. Network/System 
Administrator Support. “We can offer a reliable backup 
solution to our customers.” This mattered to his customers 
because several of them had previously been with compa-
nies that used a backup solution that proved unable to 
restore data when called upon to do so. 

S&L Computer Services’ Sr. Network/System Administrator 
Support, who has been in IT for over 40 years and tested 
and tried about every backup solution out there, said, “The 
thing about this product is that if they say it backed it up 
successfully, I know confidently that the data is safe and 
will be able to be restored if needed. The reliability and the 
confidence that we have in this product is extremely high.”

The cost for 
the customer 
has gone down

https://www.peerspot.com/product_reviews/n-able-backup-review-124026-by-markpattison?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
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Cost Savings 
Cost is always a factor in IT, so it makes sense that PeerSpot 
members would highlight the importance of total cost of 
ownership (TCO) in a data protection solution. For MSPs, 
cost translates into profitability and return on investment 
(ROI). Tech Help Group’s President put it this way: “Another 
factor was cost.  Cove Data Protection is a major cost- and 
time-saver. The time-savings were even more important 
and, of course, also equate to money. Our ROI is anywhere 
between 300 and 700 percent profit.”

“We have seen ROI,” said Entré Computer Solutions’ Vice 
President of Managed Services, “when we get a much more 
quick and scalable solution where everything works. We 
have been able to definitely increase our profitability within 
that. We’re about 40 or 50% more profitable than we were 
before.” In his view, the TCO, including cloud storage and 
the absence of proprietary appliances has been “great.” Back 
Office IT’s Director simply said, “Cove Data Protection’s total 
cost of ownership is an extremely good value.”

“I have given myself a raise,” explained the Systems Analyst 
at the tech services firm. “I’m able to benefit from the back-
up-related costs. I haven’t changed what I am charging 
customers, however, my costs have become external.” PAV 
Telecoms’ Information Technology Manager simply stated, 
“We have saved a fortune moving from other backup solu-
tions. I am very glad we made the move, and management 
is pleased with the huge cost savings.”

“We’re about 40 
or 50% more 
profitable than we 
were before.”
Read review »

https://www.peerspot.com/product_reviews/n-able-backup-review-120470-by-dirk-wittkowski?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120470-by-dirk-wittkowski?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120472-by-chris-soutar?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-124026-by-markpattison?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-236981-by-michaelh?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-1803418-by-pieter-sadie?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_120472


Beyond Backup: Moving From Backup to Data Protection 10©2022, PeerSpot

Off-Network Storage
Threats like ransomware underscore why it’s essential 
to store files outside the local network. A data protec-
tion solution should be optimized for  cloud-first efficien-
cy versus bolting on cloud capabilities as an afterthought. 
Back Office IT’s Director argued that backups need to be 
“automatic, offsite, and require no user intervention at 
the client level.” He is pleased the Cove Data Protection 
provides these capabilities.

Figure 2 – Off network storage and archiving.

Customer 1

Customer 2

Customer 3

Cove reduces vulnerability to ransomware by keeping backup copies off your 
local network, out of the reach of ransomware. You can also choose to keep 
a secondary local copy for fast recovery or failover. 

Backup storage and archives safely off the local 
network, 30 in-region cloud data centers.

https://www.peerspot.com/product_reviews/n-able-backup-review-124026-by-markpattison?cop=p8920?tid=pdf_peerpaper
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For S&L Computer Services’ Sr. Network/System 
Administrator Support, their primary use case for Cove 
Data Protection is for offsite backup of their client’s and 
their own data. This includes files and folders, system state, 
Exchange and SQL databases. He said, “If you need to do 
a disaster recovery, it has the option to restore your entire 
system to a VHD. If a customer has an issue that they just 
need some files or folders restored, or their SQL database, 
or a single email restore, you have the flexibility to restore 
whatever you need to. We can go down to item level if we 
need to.” Figure 2 provides a simple reference architecture 
for off-network storage functions.

Included Archiving, No Extra Charge
Archiving is another “must have” for an effective data 
protection solution. This is important because data is an 
asset, and business stakeholders may want to make use of 
archived data for analytics purposes and more. Archiving 
may also be necessary for regulatory compliance. S&L 
Computer Services’ Sr. Network/System Administrator 
Support addressed this need when he said, “With the 
archiving feature, you can go back to any archive and 
restore what you need to from that backup.” 

Computer Guild’s Service Manager likewise noted, “They 
give you free archiving, which is really nice. Not many other 
solutions do that, cost-wise. I get to do as many archives of 
a system as I want and it doesn’t count against the data for 
that user or customer.”

“It has the option 
to restore your 
entire system 
to a VHD. If a 
customer has an 
issue... you have 
the flexibility to 
restore whatever 
you need to.”
Read review »

https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-120406-by-jim-christopher?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_120406
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Speed and Quality of Restore	
When devices or data become unavailable, the data protec-
tion solution must be able to bring them back quickly to 
avoid business disruptions. The restoration also needs to 
be of high quality, making the transition back to production 
as smooth as possible. The tech services firm’s Systems 
Analyst said, “It used to take a couple of hours to turn up a 
new client with our previous product and now, I could do it 
and I could have the instance ready and everything rocking 
in probably 15 minutes. It’s fast.” 

“When it comes to recovery times, I’ll give you two differ-
ent scenarios,” said Computer Guild’s Service Manager. “In 
the scenarios, where just files or folders have been lost or 
deleted and we need to find them and restore them from 
within the last 30 days, it’s gone from 10 minutes down to 
closer to seven or five minutes, because we know exact-
ly where to go. Every one of our techs who is trained on 
this can get there super-easy. They’re not having to memo-
rize three systems.” Cove also supports full system disaster 
recovery, including a standby image option.

“It used to take a 
couple of hours 
to turn up a new 
client with our 
previous product 
and now, I could 
do it... in probably 
15 minutes.”
Read review »

https://www.peerspot.com/product_reviews/n-able-backup-review-236981-by-michaelh?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-236981-by-michaelh?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_236981
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For MSPs: Customer Relationship Value
Data protection is a critical line of business for MSPs. The 
right data protection solution should enable MSPs to add 
value to customer relationships. Computer Guild’s Service 
Manager explained the customer relationship advantage of 
an effective data protection solution, saying, “The cost for 
the customer has gone down because we don’t have them 
buying as much. We don’t run a second recovery computer 
at many locations, unless the system is vital to every oper-
ation, because we have the Local SpeedVault that we use.”

Other notable comments about strengthening customer 
relationship value with a data protection solution include: 

• “A bunch of my customers had been ransomwared 
and we used this product to successfully recover items. 
The solution is good at verifying proof of backup. For 
example, a customer might say ‘I’ve deleted this file. I 
need yesterday’s version for me, please put it back in 
the same place’ and we can do so.” - Systems Analyst at 
a tech services company 

• “From the customer’s point of view, if it all goes bad 
tomorrow due to things like ransomware, they have a 
backup from Friday. So, who cares?” - Director at Back 
Office IT, a software company 

• “Depending on what they have, we can give them an 
easy projection of what their investment in a system 
like that would be. There won’t be any surprises such as, 
‘Oh, we went over 1 terabyte, we now have to get to the 
5 terabyte cap,’ which is something I had to deal with 
when I used Carbonite. That’s a really big advantage in 
terms of peace of mind after it gets running.” - Service 
Manager at Computer Guild, a tech services company 

“Cove Data 
Protection is a 
major cost and 
time-saver. The 
time-savings 
were even more 
important and, 
of course, also 
equate to money.”
Read review »

https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-236981-by-michaelh?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/n-able-backup-review-124026-by-markpattison?cop=p8920?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/n-able-backup-reviews#review_117404?tid=pdf_peerpaper
https://www.peerspot.com/products/cove-data-protection-reviews#review_120470
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Conclusion
It’s no longer enough just to back up data and hope it’s available for resto-
ration if there is an outage. Today’s enterprises are arguably better served by 
data protection, a set of practices that includes backup, archiving and disas-
ter recovery—aligning with the goal of protecting data as a corporate asset. 
Making data protection work requires a blend of people, processes and tech-
nology. According to PeerSpot members who use Cove Data Protection, the 
right solution will be one that offers efficiency, ease of administration and 
reliability. It will be optimized for off-network backup storage, and include 
archiving at no extra charge. It should help cut costs, which translates into 
improved profitability and ROI for MSPs. As these factors come together, 
the stakeholders responsible for data protection can be confident they will 
be able to realize their objectives.
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PeerSpot (formerly IT Central Station), is the authority on enterprise technology. As the world’s 
fastest growing review platform designed exclusively for enterprise technology, with over 3.5 
million enterprise technology visitors, PeerSpot enables 97 of the Fortune 100 companies in 
making technology buying decisions. Technology vendors understand the importance of peer 
reviews and encourage their customers to be part of our community. PeerSpot helps vendors 
capture and leverage the authentic product feedback in the most comprehensive way, to help 
buyers when conducting research or making purchase decisions, as well as helping vendors use 
their voice of customer insights in other educational ways throughout their business. 

www.peerspot.com
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